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O0o3HaYeHNs U COKPALCHHS

HUCIIIn — nHbOpMaIIMOHHAs CHCTEMa MEPCOHATBHBIX JaHHBIX.

HC/ - HecaHKIIMOHUPOBAHHBINA JTOCTYII.

II/In — nepcoHalIbHBIC TAHHBIE.

IMosmTHKa — MONUTHKA 00pPa30BATEIBHBIX YUPEKICHUN B OTHOIICHUU OOpabOTKHU
MEPCOHAIBHBIX JaHHbBIX.

C3I1/In — cucteMa 3aliuThl IEPCOHANIBHBIX JaHHbIX.

T3KMU — TexHudeckas 3amura KOHQHICHIHAIbHON HH(OpMAaIUH.

TC — TexHu4eckoe cpeacTBo.



TepMHUHBI U onpeaeIeHUs

ABTOMATH3HPOBAHHAsE 00padoTKa MNEPCOHAJBHBIX [JaHHBIX — o00paboTka
MNEPCOHAJIBHBIX TAHHBIX C ITIOMOIIIBIO CPCACTB BBIUYUCIUTEIBHON TEXHUKH.
Be3zonacHocts uMH(OpManmuMM — COCTOSIHME  3alMIICHHOCTH  MH(OpMaluy,

XapaKTepu3yeMoe CIOCOOHOCTBIO TEXHHYECKUX CPEICTB M  HH(POPMAIMOHHBIX
TEXHOJIOTMHA  o0ecneuynBaTh KOH(PUICHLUMAIBHOCTb, ILEJIOCTHOCTh M JOCTYMHOCTb
uH(popManuy pu ee 00padOTKE TEXHUYECKUMH CPEICTBAMH.

Bupyc (KOMIbIOTEPHBbI, NIPOrPAMMHBINH) — UCHIOIHAEMbI TPOrPaMMHBIN KOJI WU
UHTEPIPETUPYEMBIi Ha0Op MHCTPYKLUA, 00JIaJat0IHi CBOMCTBAMH HECAaHKIIMOHUPOBAHHOTO
pacrnpocTpaHeHus u camoBocnpousBeenust. CozaanHble 1yOIMKaThl KOMIBIOTEPHOI'O BUpYCa
HE BCErJa COBMJAIOT C OPUTHHAIOM, HO COXPAHAIOT CIOCOOHOCTh K JajbHEHIeMy
PaCIpOCTPAHEHUIO W CAMOBOCHPOU3BE/ICHHUIO.

Bpenonocnass mporpamma — nporpaMma, NpeaHa3Hau€HHas Ul OCYLECTBICHUS
HECAHKIIMOHMPOBAHHOTO JOCTyNa W (MJIM) BO3AEHCTBHS Ha MEPCOHAIbHBbIC JAaHHbIE WIN
pecypchl HHPOPMALIMOHHOM CHCTEMBI IEPCOHAIBHBIX TaHHBIX.

HJoctyn k uH@oOpManmuMm — BO3MOXHOCTh TOJIyueHUs HHGOpPMALUU U €€
MCIIOJIb30BaHUSI.
3amumaemasi uHdopmauus — uHQOpManMs, SABIAIOLIASACS  [IPEIMETOM

COOCTBEHHOCTH M MOJJIEKallasl 3alUTe B COOTBETCTBUM C TPEOOBAHUSMU IIPABOBBIX
JOKYMEHTOB MJIU TpeOOBaHUAMH, YCTAaHABIMBAEMbIMU COOCTBEHHUKOM HH(pOPMAIUH.

HNupopmanoHHAsE CHCTEMA MEPCOHAJBHBIX JAHHBIX — COBOKYIIHOCTb
cojepxalmxcs B 0a3zaX JaHHBIX IEPCOHAIBHBIX JAaHHBIX W O00ECHeYMBAIOIIUX HX
00paboTKy HH(OPMAIIIOHHBIX TEXHOJIOTUI U TEXHUYECKUX CPEJCTB.

Hcrounnk yrpo3sl 0Oe3omacHOoCcTH HMH(opMamuumm — CYOBEKT JOCTYyIa,
MaTepHalbHBIE  OOBEKT WM  (U3NYECKOE  SBJICHUE, SIBISAIONIUECS  MPUYUHON
BO3HUKHOBEHUS YIpo3bl 0€301acHOCTU MH(POPMALIUY.

Haxonurens nuHpopManmu — ycTpoHCTBO, IPEAHA3HAYEHHOE IS 3alIMCH U (WIIH)
yTeHus MHPopManMM Ha HocuTenb uHpopmauuu. Hakonutens uHbOpManuu
KOHCTPYKTHBHO MOXXET COZIEP)KaTh B ce0e HEOTUYKAaeMbIii HOCUTENb WHPOpMAIUU, THO0
MO’KET OBbITh MNpeAHa3HAYeH JJs HUCIOJb30BAaHMS CMEHHBIX HOCUTENell HHpopMaluu.
HaxonuTenu noppasnenstorcsi Ha BCTPOEHHBIE (B KOHCTPYKTHBE CHUCTEMHOro OJ0Ka) U
BHEIIHKE (T10JICOEIMHSIEMbBIE Uepe3 MopT). BCTpoeHHble HAaKOMUTENH MOAPA3JIENIA0TCS Ha
CBhEMHBIC U HECHEMHBIE.

Hapymmreas 0e30MacCHOCTM NEpPCOHAJIBHBIX JaHHBIX — (u3nyeckoe IHIIO,
CIIy4allHO WJIM MPEJHAMEPEHHO COBEPIIAOIIEE AEHCTBHUS, CIECICTBUEM KOTOPBIX SIBISAETCS
HapyleHHe Oe30MacHOCTH MEePCOHANBHBIX JAHHBIX NpU UX 00paboTke (B TOM wYHCIe
TEXHUUYECKUMHU CPEJICTBAMH) B UH(POPMAIIMOHHBIX CUCTEMaX MEPCOHAIbHBIX IaHHBIX.

HecanKnunoHNpPOBaHHBIN A0CTYN (HECAHKIMOHHMPOBAHHbIC 1CCTBHA) — JOCTYII
K uHopManuu WM JeHCTBUS ¢ HH(QOpMaIMel, OCYIIECTBISEMble C HapyLICHHEM
YCTAHOBJICHHBIX NpaB M (MJIM) MpaBUiI JOCTyNa K MHGOpMAMM WM JEHCTBUM ¢ Hel ¢
PUMEHEHHEM HITATHBIX CPEJICTB MH(OPMALIMOHHON CUCTEMBI WM CPEACTB, aHATOTUYHBIX
UM I10 CBOUM (DYHKIIMOHAJILHOMY NpPEIHA3HAYEHUIO U TEXHUYECKUM XapaKTePUCTHKAM.

Hocureanr undopmannu — pusnuecknii 00beKT, NpeJHaA3HAYECHHbIN 111 XpaHEHUS
uH(pOpMaLINH.

OOpabdoTka mnepcoHAJbHBIX [JaHHBIX — J00Oe JeiicTBue (omepauus) WM
COBOKYITHOCTh JICMCTBUH (Omeparinii), COBEpPIIAEMBIX C HCIOJIb30BaHUEM CPEJICTB
aBTOMAaTH3allMM WM 0€3 HCIOJIb30BaHUS TaKUX CPEJACTB C MEPCOHAIBHBIMU JAHHBIMH,
BKJItoYasi cOOp, 3amuch, CHUCTEMAaTH3alMIO, HAKOIUIEHHWEe, XpaHEHHWE, YTOYHEHUE
(oOHOBIIEHUE, U3MEHEHHUE), U3BJICUEHUE, UCIIOJIb30BaHUE, Tepenady (pacrnpocTpaHeHue,
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Mpe0CTaBlIeHNe, MIOCTYyM), OO0e3IWYMBaHKE, OJIOKMpPOBAaHWE, YAAJICHHE, YHUYTOXEHHUE
MEPCOHATBHBIX JaHHBIX.

OmneparTop — rocyaapCTBEHHbBIN OpraH, MyHUIIMNIAIbLHBIA OpraH, I0pUINYECKOE WU
¢du3nUeckoe JUI0, CAMOCTOSITEIHHO HIIM COBMECTHO C JPYTUMHU JIUIIAMH OPTaHHU3YIOIINE U
(unu) ocyuiecTBIsAONIME 00pabOTKY MEPCOHANBHBIX JAaHHBIX, a TaKXKe OIpPEesIoNIne
nenu oopaboTKH MEepCOHANBHBIX JaHHBIX, COCTAB MEPCOHATBHBIX JAHHBIX, MOICKALIIX
0o0paboTke, nercTBus (Onepalyu), COBEpIIaeMbIe C IEPCOHATBHBIMU JAHHBIMHU.

IlepexBat (MH(popManuM) — HENpPaBOMEPHOE TMONy4YeHHE HHPOpPMAIUH C
HCIOJIb30BaHUEM TEXHHUYECKOTO CPE/ICTBA, OCYIIECTBISIOUIEr0 OOHapy>KEHUE, MPUEM U
00paboTKy MH(POPMATUBHBIX CUTHAJIOB.

IlepconanbHble AaHHBIe — Jt00as MHPOPMALUS, OTHOCAIMIAACA K TPSAMO HWIIH
KOCBEHHO ONpEJEICHHOMY WM oOlpeneiasieMoMy (GU3HYECKOMY JHIY (CYOBEeKTy
MEPCOHAJIbHBIX TAHHBIX ).

IMoab30BaTe b MHPOPMANMOHHON CHCTEMbI MEPCOHAJBHBIX JAAHHBIX — JIUIIO,
ydacTBytoliee B (PyHKIIHOHUPOBAHUN WH(POPMALIMOHHOMN CUCTEMBI IEPCOHATBHBIX JTAHHBIX
WM UCTIOJIb3YIOLIEE Pe3ybTaThl €€ (PyHKIHOHUPOBAHUSI.

PacnpocTpaHeHHe NEpPCOHAJBHBIX [aHHBIX — JICHCTBUS, HaINpaBICHHBIE HAa
PacKpbITUE MEPCOHATBHBIX TaHHBIX HEOMPEACTCHHOMY KPYTY JIMII.

Cucrema 3alIMThI IEPCOHANIBHBIX JAHHBIX — KOMIUIEKC OPTaHU3allMOHHBIX MEp U
MPOrpaMMHO-TEXHHUYECKUX (B TOM 4HCIE KpUOTOrpaduuecKux) CpeAcTB oOecredeHus
oe3omacuocTr nHpopmarmu B UCIT/IH.

TexHuyeckue cpeacTBa HHPOPMANMOHHON CHCTEMBbI MEPCOHATBHBIX JAHHBIX —
CpeACTBa BBIUYMCIUTEILHOW TEXHUKH, MHPOPMALMOHHO-BBIYUCIUTEIBHBIE KOMIUIEKCH U
CeTH, CpEeACTBa M CHCTEMBI Iepelnaud, rnpuemMa M oOpabOTKH MepPCOHANbHBIX JaHHBIX
(cpeactBa M cHUCTEMBl  3BYKO3AIMCH, 3BYKOYCHJIEHMS, 3BYKOBOCIIPOWU3BEACHUS,
MEPErOBOPHBIC U TEJIEBU3UOHHBIE YCTPOWCTBA, CPEAICTBA M3TOTOBIICHUS, TUPAKUPOBAHUS
JIOKYMEHTOB U JIpyrue TEXHUUYECKUE CPEeICTBA 00pabOTKU peueBol, rpaduyeckoil, BUaEO-
u  OyKBeHHO-IIM(POBON HHPOpPMAIMK), TPOrpaMMHBIE CpelicTBa (OmepaloHHbIE
CHCTEMBI, CHCTEMBI yIIpaBlIeHHs 0a3aMH JaHHBIX U T.I1.), CPEICTBA 3aIIUTHl HHPOPMALIHH.

Texuuyeckuii KkaHaja yTredyku HHGPOPMALMM — COBOKYIIHOCTh HOCHUTEINA
uHpopmanuu  (cpeactBa  00pabOTKH), (U3HYECKON  Cpeibl  PaclpOCTPAHCHUS
MH(OPMATUBHOTO CUTHANIA U CPEJICTB, KOTOPBIMH JTI00BIBAETCS 3aluiiaeMasi HHGopMaIus.

Yrpo3bl 0€30MaCHOCTH MNMEPCOHAJBHBIX JAAaHHBIX — COBOKYIHOCTb YCIOBHM H
(GakTOpOB, CO3/AIOUIMX OMNACHOCTh HECAHKLIMOHMPOBAHHOTO, B TOM 4YHCJE CIy4ailHOro,
JI0CTyNa K NePCOHAIBHBIM JIaHHBIM, PE3yJIbTaTOM KOTOPOI'O0 MOXKET CTaTh YHUUTOXKEHUE,
M3MEHEeHHUe, OJOKHpOBaHHE, KOMUPOBAaHUE, PACIPOCTPAHEHUE MEPCOHATBHBIX JAHHBIX, a
TaK)K€ MHBIX HECAHKIMOHUPOBAHHBIX JIEHCTBUI MNpu UX 00paboTKe B MHPOPMAIIMOHHOM
CHCTEME MEePCOHANIBHBIX JIaHHBIX.

YHHUYTO)KEeHHe NepPpCOHAJbHBIX JaHHbIX — JIEHCTBUS, B pe3ysbTare KOTOPBIX
CTAaHOBHUTCS HEBO3MOXKHBIM BOCCTAaHOBHUTH COJIEp)KaHHWE TEPCOHANBHBIX JAaHHBIX B
MH(OPMALIMOHHON CHCTEME NEPCOHANbHBIX JaHHBIX M (WIM) B pPE3yJbTaTe KOTOPBIX
YHHUTOXKAIOTCS MaTepHUabHbIE HOCUTENHU MEePCOHATBHBIX JaHHBIX.

YTeuka (3ammumaemoil) uH@oOpManmuM N0 TeXHHYECKMM  KaHajJlaM —
HEKOHTPOJIMPYEMOE paclpocTpaHeHHe HWH(POpMallMM OT HOCHUTENs  3alluilaeMon
uH(popMaluu dyepe3 PU3UUECKYI0 Cpeay 0 TEXHUYECKOIO CPE/ICTBA, OCYLIECTBIISIONIETO
nepexBaT HHPOpMaIuu.

1. OcHoOBHBbIE M0J10KeHUA



1.1. Hacrosmas I[lonuTrka ycTaHaBIMBAET MOPSAOK OPraHU3allMd U MPOBEIACHUS
pabor mo 3ammure wuHopmamuu B MCIIJIH, co3maBaeMbIX U OKCIUTyaTUPYEMbIX B
00pa3oBaTeIbHOM YUPESIKICHHH.

1.2. TpebGoanus Hacrosiiel [lomuTuky pacpocTpaHstOTCs Ha 3amuTy HHpOpMaIuu
C OrpaHUYEHHBIM JOCTYIIOM, OTHECEHHOM K MHpOpMaIuu, coctasisitomieit [1/]x.

1.3. Tlonutuka sBISETCS IOMOJIHEHHEM K JIEHCTBYHOIMM B P® HOpMAaTHBHBIM
JIOKYMEHTaM TI0 BoIlpocaM oOecrieueHuss WHpopMaMoHHON Oe3omacHocty [1/{H, u He
UCKJTIOYAET 00s13aTeIbHOIO BHITOTHEHUS UX TPEOOBaHUM.

1.4. TlomuTHKa CIY’)KAT OCHOBOW ISl pa3pabOTKH KOMIUIEKCA OpPTraHM3AlMOHHBIX U
TEXHUYECKMX Mep 1o  olecriedyeHuto  uH(popMammoHHOM  Oe3omacHoctu  I[1/1H
00pa30BaTeIbHOTO YUYPESKICHHS, a TaKKE HOPMATHUBHBIX M METOIMUYECKUX JIOKYMEHTOB,
00€ecneynBaroINX €€ peaTn3alluio.

1.5. TlonuTHKa onpenenseT CieayIonre OCHOBHBIE BOIIPOCHI 3aIIUThHI HH(OPMALIUH:

- OCHOBHBIE IPUHIMIBI U TPeOOBaHUS MO 3alUTe MHPOPMALUMH, COCTABIISIOLICH
I1/1H,

- HOPSIIOK OpraHu3allvy U MPOBeIeHUs padoT 1o 3amuTe nHdpopmanuy,

- HOPSIIOK oOecreyeHus 3auThl MHpopMaruy npu skcrryaranuu MCI /Iy,

- HOPSIOK ~ OpraHu3allid  JAEJONpPOU3BOJCTBA, XpPaHEHUs W oOpalleHus
HaKoNuTes el u HocuTenel nHpopMaLuH.

2. IlpyHnune o6ecneyeHus 3aUThHl HHPOPMAaIMH, COCTABIAIONIEH
nepcoHa/ibHbIe JaHHbIE

3ammra uHpopMmauuu, coctapsmouiei IIJ[H  momkHAa  OcyllecTBIATBCA B
COOTBETCTBUU CO CJIETYIOIIMMH OCHOBHBIMH NPUHIUIIAMHU:

2.1. 3akoHHOCTh — Mpennojaraer obdecrneyenue 3amuTel I1/[H B cooTBeTCTBUU C
neiictByromuM B P® 3ak0HOATENbCTBOM U HOPMATUBHBIMU aKTaMHU B 00JAacTH 3aIlUThI
IT1H. [Tonp3zoBatenu u obcnyxuBatonmii nepconan MCIIJIH 1omkHBI ObITH OCBEJOMIIEHBI
0 MpaBujax U Nopsake paboThl ¢ 3alUIIaeMoil HHpopMaueil 1 00 OTBETCTBEHHOCTH 3a
UX HapylLICHHE.

2.2. CucremHOCTp —  TMIpeANoOJiaraeT  y4eT BCEX  B3aMMOCBSA3aHHBIX,
B3aUMOJICHCTBYIOIIUX U M3MEHSIOLIMXCSA BO BPEMEHM 3JIEMEHTOB, YCIOBHHA M (DaKTOpOB,
CYLIECTBEHHO 3HAYUMBIX U1 T[OHMUMaHMs M peleHus mpodiieMbl obecreyeHus
oe3onacunoctu [11n UCIT/IH.

2.3. KoMIiekcHOCTh — npeArnoaraeT COTJIACOBAHHOE MpUMEHEHNE
Pa3sHOPOAHBIX CPEACTB M CHCTEM IIPU IOCTPOCHMM KOMIUIEKCHOM CHCTEMBI 3alUThI
uH(pOpMaliu, MEPEeKpbIBAIONIEH BCE CYIIECTBEHHBbIE KaHalbl pealu3aluud yrpo3 U He
coJiepKalleil cnabbIX MECT Ha CTBIKAaX OTJENIbHBIX €€ KOMIIOHEHTOB. J[JIs KaXka0ro KaHaia
yTeuku HHGOpMalMu M A KaXJI0M yrpo3sl 0O€30MacHOCTH JIOJKHO CYIECTBOBATh
HECKOJIbKO 3alIUTHBIX pyOexed. Co3naHue 3allUTHBIX pyOexel oOCylecTBIsSeTCS C
Y4€TOM TOrOo, 4YTOOBI Ui HX MPEOJOJIEHUS] TMOTEHUUAIbHOMY 3JI0YMBIIIIEHHUKY
TpebGoBaIch MpopeCCHOHATbHBIE HABBIKM B HECKOJIBKUX HEB3aHMOCBSI3aHHBIX 00JIaCTSIX.

2.4. HemnpepwsiBHOCTh — mpenmnonaraetr ¢yakauonupoBanue C3I1/In B BHIe
HENPEPBIBHOTO  LIEJICHANPABICHHOIO  Ipoliecca,  IPEANOJIAralollero  MPUHATHE
COOTBETCTBYIOIIMX Mep Ha Bcex atamax x)u3HeHHoro mukia MCIT[a. UCITH noymkHb
HaXOJUTHbCSI B 3alUIIEHHOM COCTOSHUM Ha NPOTSHKEHHMM BCErO BPEMEHHM UX
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(GyHKIIMOHUPOBaHMS. B COOTBETCTBUU € 3TUM MPHUHIIMIIOM JOJKHBI PUHUMATHCS MEPBI,
He nonyckaromue nepexon MCII/IH B HE3alUIIEHHOE COCTOSIHUE.

2.5. CBOEBPEMEHHOCTh — MPEANOoJIaracT YHOpeXIAIOIINi  XapakTep Mep
obecnieuenus Oe3omacHocT I1/[H, TO €cTh MOCTaHOBKY 3a7ad MO KOMILJICKCHOHM 3amiuTe
NUCTI[lH u peanm3anuto mep oOecriedyeHuss OezomacHoct [IJ[H Ha paHHMX CTaausx
pazpabotku UCII/IH B 11e710M U ee CHCTEMBI 3alIUThl HH(POPMAILIUH, B YaCTHOCTH.

2.6. CoBepIIEHCTBOBAHME — IMPEAIOJIaracT IOCTOSHHOE COBEPUICHCTBOBAHUE
MEp M CpEACTB 3amuThl HMHGOpPMAIMM Ha OCHOBE KOMIUIEKCHOTO IPUMEHEHHS
OpPraHM3aI[MOHHBIX M TEXHUYECKUX pelIeHUH, KBalu(uUKaluu IepcoHala, aHaius3a
dbyakuuonupoBanus HCIIJIH m ee cucTeMbl 3alIUThl C Y4ETOM H3MEHEHUW YCIOBUU
¢ynkumonupoBanus MCII/IH, nosBiIeHHs HOBBIX METOJOB M CpPEACTB IlepexBara
uH(pOopMaluu, U3MEHEHHU TpeOOBaHUI HOPMATUBHBIX TOKYMEHTOB 110 3amute [1J1H.

2.7. llepconanpHas  OTBETCTBEHHOCTb  —  IIpPEJIIOJIaracT  BO3JIOXKEHHE
OTBETCTBEHHOCTH 3a oOecreuenne Oe3onmacHoctu I/l m MCII[Jn Ha Kaxmoro
UCIIOJIHUTEN B IIpeleiax €ro MOJHOMOYMM. B coOTBETCTBMM C 3TUM NIPUHLIUIIOM
pacrpeziefieHue MpaB U 00S3aHHOCTEH HCIOJIHUTENEH CTPOUTCS TaKHUM 00pa3oM, 4TOObI B
ciiydae JI00Or0 HapyIIEHHs KPYr BHHOBHHUKOB ObUI YETKO HM3BECTEH WJIM CBEICH K
MUHHUMYMY.

2.8. MunuMmasibHasi ~ JOCTaTOYHOCTb —  MPEAINOJIaraeT  MPeAOCTaBIICHHUE
UCIIOJTHUTENIIM MHHHMMAJIbHO HEOOXOAMMBIX mpaB noctyna kK pecypcam WCII[H B
COOTBETCTBUH C MPOU3BOJICTBEHHON HEOOXOIUMOCTHIO, HA OCHOBE MPHHIIUIIA «3aIPEIICHO
BCE, UTO HE Pa3pelLICHO SIBHBIM 00Pa3oM».

2.9. I'mbGkoCTh cHCTEMBI 3alIUTbl — MPEANOJaraeT HaJu4he BO3MOKHOCTH
BapbUPOBAaHUSI YPOBHEM 3alIMIIEHHOCTH MPU U3MEHEHUU YCIOBUN (YHKIIMOHUPOBAHUS
NUCTI/n.

2.10. O0s13aTeNIbHOCTh ~ KOHTPOJIA ~ —  MpEArnoiaraer  o0sf3aTeIbHOCTh |
CBOEBPEMEHHOCTb BBISBICHHMSI U IPECEUEHUS IONBITOK HAPYLIECHUS YCTAHOBJIEHHBIX
npaBusl obecnieuenus Oe3zonacHocTd [IJIH HA OCHOBE MCMONB3YyEeMBIX CHUCTEM M CPENICTB
3amuThl HHGopManuu. KOHTponb 3a NesSsTeNbHOCTHIO KaKAOTO IOJIB30BATENS, KaKI0TO
CPEICTBA 3alUThl U B OTHOIICHUU KaXKJIOTO OOBEKTA 3aLUTHI JOJIKEH OCYIIECTBISATHCS Ha
OCHOBE NPHUMEHEHHS CPEICTB KOHTPOJS M PErucTpaluy M JOJDKEH OXBaThIBaTh Kak
HECAaHKI[MOHUPOBAHHBIE, TAK U CAHKIIMIOHUPOBAHHBIE JIEWCTBUS MOJIb30BATENEH.

3. OcHOoBHBIE Tpe6OBaHUA MO0 3amMTe HHPOPMAIMHM COCTABJANLIEN
NepCcoHa/ibHbl€ JaHHbIE

3.1. 3amwmra uadopmanuu B UCII/IH sBAsIeTCS HEOTHEMIIEMON COCTABHON YacThIO
YIpaBJIEHYECKONH M HAy4YHOM AEATENbHOCTH O0pa30BaTENbHOTO YUPEXKICHUS M JOJDKHA
OCYIIECTBIISITECS BO B3aUMOCBSI3W C JPYTMMHM MepaMu [0 3aluTe HHpOpMaluy,
cocrasmustoment 11/]H.

3.2. 3ammra wHGOPMAIIUU SBISETCS COCTaBHOM YacThi0 pabOT MO CO3JIaHHUIO U
skcruryaTaun  MICIIJIH ¥ n1oimkHa OCYIIECTBIATBCS B YCTAHOBICHHOM HAcTOSLIEH
[TonuTHrko# MOpsAIKE U PEaATM30BLIBATHCS B BUIE CUCTEMBI (TToicucTeMbl) 3amuThl [1][H.

3.3. 3ammra uHGOpPMALKU JOJDKHA OCYIIECTBIIATHCS MOCPEICTBOM BBIOTHEHUS
KOMIUIEKCa MEPONPUITUN MO MPEeIOTBPALICHUIO YTEUYKU HHPOPMAIMU MO TEXHUYECKUM
ka”asaM, 3a cueT HCJl k Hel, o mpeaynpexaeHUI0 NMpeJHaMEPEHHBIX MPOrPaMMHO -
TEXHUYECKUX BO3JCHCTBUM C IE€JbI0 HApyIIEHUS LEIOCTHOCTH (yHHUYTOXKEHUS,
UCKaxeHHs) nH(popmanuu B mpolecce ee o0pabOTKHU, Mepeaadyn U XpaHeHUs, HapylIeHUs
€€ CaHKLMOHUPOBAHHOM JTOCTYNHOCTU U paboTocnocoOHocTu TC.

3.4. B UCII[H nomKHBI UCIIONB30BAaThCs CEPTUPUIIMPOBAHHBIE IO TPEOOBAHUSAM
6e30macHOCTH HMH(OpMaIMK CpeACTBA 3alMThl MHPOpPMALUMU U (MJIM) TEXHUYECKHE H
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OpraHM3al[MOHHbIE PEIIEeHUs, HUCKIIYalollie YTEeYKy HMH(QOpMAlMH IO TEXHUYECKUM
kaHanam, 3a cuer HC/I, npexynpexaaromnire HapylIeHue IeJIOCTHOCTH HHPOPMAIINH U €€
CaHKUMOHUPOBAHHOU JOCTYITHOCTH.

3.5. 3ammTa nHpOpPMALUH TODKHA OBITH UG GEPEHIIMPOBAHHON B 3aBUCUMOCTH OT
MPUMEHSIEMbIX TEXHUYECKUX CPEICTB, 00paldaThIBAIOMIMX HH(OPMAIIUIO, COCTABIIAIOLIYIO
[1/1n, ycranosnenHoro kiacca UCITIn u yrBepxknennoi mist UCITIn mogenu yrpos.

3.6. Bce ucnonszyembie B UCII/IH cpencTBa 3amuThl HHGOPMAIIUH JTOJDKHBI OBITH
MIPOBEPEHBI HA COOTBETCTBUE OTPAHUUYCHUSM U YCIOBHSIM JKCILTyaTallid, U3JI0)KCHHBIM B
ceprtudukaTe COOTBETCTBHS, JKCIUIyaTallMOHHOW JOKyMEHTaluu win Qopmyssape (s
TEXHUYECKUX U MPOTPAMMHBIX CPEJICTB 3aLUThI HHPOPMAIIUU COOTBETCTBEHHO).

3.7. O6paborka wuHpopmanuu coctaBmsirome [IJIH  ocymecTBiusiercss Ha
OCHOBAaHMHU THCBMEHHOIO paspeimieHust (IpUKa3a) pPYKOBOAUTENS 00pa30BaTebHOIO
yupexaeHus, B KotopoM 3kcruryatupyercst UCITIH.

3.8. OTBeTCTBEHHOCTb 32 00ECIeUeHHE BHIMOIHEHUS! YCTAHOBJICHHBIX TpeOOBaHUM
0 3alIuTe NHPOPMAITUHN BO3JIAraeTcsl Ha PyKOBOIUTEISI 00pa30BaTEIbHOTO YUPESIKICHHUS, B
KOTOpOM co3zaercs (coBepiieHcTByercs) U akcruryarupyercs UCIIIH.

3.9. Bce UCII/IH nomxHBI NPOUTH OLEHKY 3()()EKTUBHOCTH MPUHUMAEMBIX MEP
o obecneueHnro OezormacHocty [1J]IH 10 Havana 0OpabOTKK MHGOPMAIMKM COCTABIISIOMICH

I1/1H.



4. TMopsagoK opraHM3aly ¥ MPOBeAEHUs PAGOT MO 3aIUTe HHYOPMALMH

4.1. Opranm3ammss paboT 1O 3amuTe HWHPOpPMAIMKM  BO3JIaraeTrcs Ha
PYKOBOJIUTENST  00pa3oBAaTENbHOTO  YUPEXACHUS,  OCYIIECTBISIOUIETO  Pa3pabOTKy
(MonepHu3anuio) u 3xcruryatanuo UCIT/IH.

4.2. Opranuzanus ¥ IpoBeJeHHe padoT Mo 3aluTe HHPOPMAIUHU, COCTABIISIOIICH
[I/lH Ha pas3nuUuUHBIX CTaaAWAX pa3paboTku, BHeApeHus U dkcrryatanuu MCIIH
onpeaessiercss JAeUCTBYyOIMMH B P® HOpMaTMBHBIMH JOKYMEHTaMU M HACTOSLIUM
JIOKYMEHTOM.

4.3. IIpoBenenme pabor mno 3amure wuHPOpMarmu, cocraBistomien [1/1H,
OCYIIECTBIISIETCS CHJIaMH 00pa30BaTEIbHOTO YUYPEKICHHUS, B KOTOPOM CO3JaeTcs
(coBepmienctByercsi) MCII[An. B cinydyae HEBO3MOXKHOCTH WM HEIEJIECO00pPa3HOCTH
BBIMOJIHEHHs paboT 1o 3amure MHGOpMalMU CUJIaMH 00pa30BaTEIbHOIO YUPEKICHUS K
3TUM pabdoTaM JOJDKHA TPUBIEKATHCSA CIEMUATM3UPOBAHHAS OpPTaHHU3AIMS, HMCIOIIas
COOTBETCTBYIOIIME JIMIIEH3UH HA ITPABO BBIMOJHEHUS paboT u okazanus yciyr no T3KU.

4.4. Cranuu co3qaHusi CHCTEMBI 3aIIUTHI HH()OPMAIIUH:

- [IpenmpoekTHas cTaauss — BKJIIOYAET MPEINPOEKTHOE O00CiIe0BaHKE
cozmaBaemort MCII/IH, pa3paboTKy aHaIUTHYECKOTO OOOCHOBaHUS HEOOXOAMMOCTU
CO3JIAHUS CUCTEMBI 3aIIUTHl HH()OPMALIUH U TEXHHYECKOTO 3a/IaHus Ha €€ CO3/IaHue.

— Cragus npoextupoBanus (pa3paboTku mpoekToB) u peanuzanuu UCII[n —
BKJrouaer pazpadorky C3I1/1n B cocrae MCII/IH.

- Cragus BBOoma B jaeiictBue cuctembl C3IIJIH — BKIIOYAET OIBITHYIO
IKCIUTyaTaIMI0 U MPUEMO-CAATOYHBIC UCTIBITAHUS CPEACTB 3aIIUTHI HH(DOPMAIHH, a TAKXKe
o1ieHKY 3G (EeKTUBHOCTH MPUHIUMAEMBIX Mep 1o obecrieuenuto Oe3onacuoctu [1/1H.

5. Mopaaok o6ecnedyeHus 3alUThH MHPOpMaNyu npy 3KcyaTamuu UCIAx

5.1. Oxkcmnyaranus MCIT[AH nomkHa OCYIIECTBIATHCSA B MOJIHOM COOTBETCTBHH C
YTBEP)KJICHHON IMPOEKTHOW, OpPraHU3alMOHHO-PACHOPSAUTEIBHOM U 3KCIUTyaTallMOHHON
noxymenTareit UCITH.

5.2. OTBeTCTBEHHOCTb 3a oO0eclneyeHue 3aluThl HH(OPMALMK B Ipolecce
skcruryaTanuu MCIIJIH Bo3naraeTcss Ha pyKOBOAMTENS 00pa30BaTEIbHOTO YUPEKICHUS, B
BeZieHUH KoToporo Haxoaures ata MCIT/IH.

5.3.  OTBETCTBEHHOCTh 3a COOJIIOJIEHHWE YCTAHOBJIEHHBIX TpPeOOBaHHM IO 3amuTe
uHpopmanmu npu ee obOpadotke B MCII/IH Bo3maraercs Ha HEMOCPEICTBEHHBIX
ucnonnutenest MCII[IH (monp3oBarenei, aIMHUHUCTPATOpPOB, OOCITYKUBAIOLIUI
nepcoHall).

5.4. 3a HapylieHHE YCTAaHOBJIEHHBIX TpeOOBaHUI MO 3amuTe HH(OPMALUU
PYKOBOJMTENL 00Pa30BaTEeIbHOTO YUpeXAeHHUs, B BeieHHH kotoporo Haxoaurest UCITH u
(M1M) HENOCPEICTBEHHBIM HCIOJIHUTEIb MPUBIEKAIOTCI K OTBETCTBEHHOCTH B
COOTBETCTBUU C AeHCTBYIOIUM B PD 3aKOHOIATENHCTBOM.

6. MopsAgOK oOpraHM3anuM JAe/JIONPOU3BOJACTBA, XpaHEHHS W OOpalleHHs
HaKomnuTesiel M HocuTesied MHpopManuu

6.1. Bce HakonuTenu u Hocutenu uHpopMaluu conaepxauue [1/[H Ha OymaxHO,
MarHMTHOM, MarHUTO - ONTHYECKOW W MHOM OCHOBE, HCIIOJb3yeMble B TEXHOJOIMYECKOM
nporiecce oopabotku nHpopmarmu B UCIIJIH, momiexar ydeTy, XpaHEHHIO U O0paleHUIO
B COOTBETCTBHUH € TPEOOBAHUAMH KOH(HUICHIIMAIBLHOTO 1EJI0IPOU3BOJICTBA.



6.2. Opra"uzamus W BeIEHUE ydeTa HakonuTened wu Hocurene [1/IH,
OpraHm3alys WX XpaHEHUs, OOpalleHus W  YHHUYTOXKEHHUS  OCYIIECTBISIOTCS
OTBETCTBEHHBIMH JI€JIONPOU3BOIUTENIAMU KOH(UICHIIMATBHOTO J1€JI0IPOU3BOICTRA.

6.3. II[H, momkHb 000COOIATECA OT MHOM HH(OPMAIMH, B YAaCTHOCTU ITyTEM
¢bukcanuu UX Ha OTHAEIBHBIX MaTepuaibHbIX HocutTesx [IJIH, B cnenuanbHBIX pa3aenax
WK Ha TOJIsAX opM (OIaHKOB).

6.4. Ilpu ¢Jukcanmm II/lH Ha MaTepUATBHBIX HOCUTEISIX HE JIONMYyCKaeTCs
¢dukcanms Ha oqHOM MaTepuanbHoM Hocutene [1/1H, enu oOpaboTKH KOTOPBIX 3aBEIOMO
HE COBMECTUMBI.

6.5. s o6paGotkm pasnuuHbix Kareropwit [IJIH, ocymecTBaseMont 06e3
WCIIOJb30BAaHMUS CPEICTB AaBTOMATHU3alMM, [ Kaxaod kareropuud II/IH  pospkeH
MCIIOJIb30BATHCS OTJENbHBIN MaTepUAIbHbBIN HOCUTEIb.

6.6. OOpabotka IIJIH 06e3 wHCMONB30BaHMA CPEICTB AaBTOMATHU3ALMU JOJDKHA
OCYIIECTBIISITHCS TAKUM OOpa3oM, YTOObI B OTHOUICHHM Kaxaoi kareropuu [1/lH mMoxHO
ObuUT0 ompenenuth Mecta xpaHeHus [I/[n (mMaTepuanbHBIX HOCUTENEH) M YCTAaHOBUTH
nepeyeHb JIMI, ocylecTBIsonmx 00padbotky [1/]x 1160 nMeromux K HUM JOCTYII.

6.7. JHomxHo oOecnieunBaThCsi paszaenbHoe Xxpanenue I[I/[n (MarepuaibHBIX
HOcUTeNIeH ), 00paboTKa KOTOPBIX OCYLIECTBISECTCS B PA3IMUHBIX IIEJIfX.

6.8. Ilpu xpaHeHHH MaTepUATBHBIX HOCHUTENICH IOJIKHBI COOIOAATHCS YCIOBUA,
obOecrnieunBaromue coxpanHocTh [1/IH W HckiIOUYarolue HEeCAaHKIHOHUPOBAHHBIA K HHUM
JOCTYII.

7. KouTposb cocrosHus 4 3¢PpekTuBHocTH 3amuTbl UCIIAH

7.1. B UCIIH nomkeH OCYIIECTBIAThCS KOHTPOJIb U (MIIM) ayAUT COOTBETCTBUS
obpabotku [1/1x nefictByromuM B PO 3akoHOmaTeNbCTBY M TpeboBaHusM K 3amute [1]]H, a
Tak e Hacrosuiel [lonuTuke U TOKaTbHBIM akTaM 00pa30BaTENIbHOTO YUPEKACHHUS.

7.2. KoHTponb 3aKiIOYaeTCsl B OLIEHKE BBINOJIHEHUS TPeOOBaHMI HOPMAaTHBHBIX
JIOKYMEHTOB, 000CHOBaHHOCTHU MPHUHATHIX Mep U OlleHKE 3((PEKTUBHOCTH MPUHSATHIX MEp IO
obecnieuenuto [1]1H.

7.3. KonTtpoins nopa3aensercss Ha ONepaTUBHBIN U IJIAHOBBIH (IEPHOUYECKHIA).

7.4. B mpomnecce skcrnyaranuu UCIIa B mensx 3amutel uaGopmamuu or HCJJ
OCYLIECTBIISIIOTCSL ONEPATUBHBIA KOHTPOJIb U NEPUOJUUECKUN KOHTPOJIb 32 BBIIIOJIHEHHEM
WCIIOJTHUTENIIMU TPEOOBAaHMI JEHCTBYIONIUX HOPMATHBHBIX JOKYMEHTOB IO BOMpOCaM
obecrieueHus 6€30MacHOCTH U 3amuThl [1J]H.

7.5. C uenbl0 CBOEBPEMEHHOI'O BBISBICHUS U MPEIOTBPALICHUS yTE€UKU
uH(pOpMaIliK, UCKITIOUEHHUS WK cymecTBeHHoro 3arpyanenuss HCJ[ u mpenorBparieHus
CIEIUATBLHBIX BO3JEHCTBUM (IPOrPaMMHO-TEXHUYECKUX U JIP.), BBI3BIBAIOLINX HAPYIIIEHUE
[EJIOCTHOCTH HHQOpMAIMK WK paboTocrnocoOHOCTh TexHudeckux cpenacts, B UCIIIn
00pa3oBaTeNbHBIX YUPEKICHUN MPOBOIUTCS TIIAHOBBIN MEPUOANYECKUIN (HE PEKE OJTHOTO
pa3a B To/l) KOHTPOJIb COCTOSHUS 3aIIUTHl HHGOPMAIUH.

7.6. llpu mpoBeAeHMH IUIAHOBBIX MPOBEPOK OCYIIECTBISETCS KOHTPOJb BEIEHMUS
yueTHOM JokymeHTauuu, 3amuiieHHoctd WCIIAH ot yreuku [I/IlH mo TtexHuueckum
KaHajiaM, BEIOOPOYHBIA KOHTPOJIb COAEPIKUMOIO HAaKOMUTENeW U HocUTeNnell nHpopMalyu, u
T.I.

7.7. Pe3ynbTaThl KOHTPOIS O(POPMIISIOTCS aKTaMU, 3aKJIFOYCHHUSIMHU U 3aMUCSIMH B
AKCIUTYaTallMOHHOM JOKYMEHTALIMH.

3aMm. IUPEKTOpa MIKOJIA
1o 0€30IacHOCTH A.C.JIoB1OB
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